CERBI TECHNICAL BRIEF

Cerbi Gateway

Governed OpenTelemetry without replacing the observability stack.

Controlled preview / Marketplace release
candidate - August 13, 2026

Purpose

This brief explains the current Gateway architecture, security boundary, reliability mechanics, adoption path, and
benchmark discipline. It deliberately separates implementation evidence from marketing claims.

DEPLOYMENT PROTOCOL POLICY

Customer-hosted Azure Container HTTPS OTLP/HTTP logs Signed Runtime Policy Bundle
App

DOWNSTREAM INGRESS Al

Customer-configured OTLP/gRPC Customer-approved source CIDR Not required for enforcement
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Why Gateway exists

Observability platforms are designed to ingest, index, analyze, correlate, retain, and alert on telemetry. They do not
automatically give an organization one governed answer to what may be emitted, which policy applies to a workload,
where that policy is enforced, and what evidence proves the control was active.

Gateway creates a central enforcement boundary for OpenTelemetry estates. It is not a new logger and it is not a new
analytics destination.

Existing OTLP producers

Cerbi Gateway Existing destination
Applications, agents, . . .
. . —» Validate request boundary, verify —> Your downstream OTLP routing
auto-instrumentation, and . ) . . .
. . signed policy, govern, retain and observability stack remains in
Collectors continue producing :
bounded evidence, and forward. place.

OTLP.

CerbiShield operates above this path as the control + evidence plane: policy, targets, validation, deployments,
violations, evidence, reporting, audit context, and health.
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Security boundary

Gateway runs inside the customer Azure environment; Cerbi does not operate a hosted raw-log relay for Gateway traffic.

Public OTLP/HTTP ingestion is HTTPS-only and restricted to a customer-approved source CIDR.

Runtime Policy Bundles require cryptographic signature verification before use.

The Marketplace architecture uses a customer-local, non-exportable P-256 Azure Key Vault signing key with sign/verify operations.
Runtime policy is stored in a non-public customer-local Blob container and retrieved over HTTPS.

Downstream OTLP/gRPC transport uses TLS.
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Unsafe deployment values such as a public-anywhere source CIDR are rejected rather than silently widened.

Why this matters

The policy itself is part of the security boundary. A central enforcement point is only credible if workload access, policy authenticity,
rollout state, and downstream transport are explicit and inspectable.
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